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ABSTRACT

The explosion in demand for mobile computing, both wire and wireless based systems,
places demands on the Internet Protocol (IP) that it was not originally intend to support.
The protocol assumed that the point at which a computer is connected to the Internet is
fixed. If a host is moved to a new network, the current routing protocol will be unable to
route the datagrams to the correct destination. Mobile-IP is the new standard intended to
address the mobility issue. The current standard developed by the Internet Engineering
Task Force (IETF) is described in RFC 2002. This paper describes the Mobile-IP protocol
in theory and an actual implementation. The theory portion of the paper describes the
protocol in detail and reviews the present literature and work in the area. The
implementation portion of the paper describes hands-on experience with the installation
of a Mobile-IP system. The software is currently available for the Linux operating system
and is freely released under the GNU Public License (GPL) agreement. The software was
successfully demonstrated at ACM’s First International Conference on Mobile
Computing (MobiCom ‘95) held at Berkeley, CA and Nomadic ‘96 held in San Jose, CA.

March, 1997
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Introduction

There is little doubt that the networking world’s ultimate goarigwhere, anytime computing
with continuous connectivity. Mobility is becoming a requirement rather than an amenity. With the
advent of the cellular phone, people have tasted the flexibility that roaming provides and the freedom to
be untethered from the confines of a fixed network. The demand for laptop computers with connectivity
to the Internet is yet another example. However, the ability to provide mobile connectivity has lagged far
behind the demand. The authors of the IP protocol in the late 60s could not have imagined where there
protocol, originally developed to allow a small number of scientists, engineers, and host computers to
communicate, would lead. Certainly there was never a requirement for mobility or for automatic
reconfiguration of the network when hosts were moved. In fact, IP implicitly assumes that a host is fixed
and the IP address registered to the host is a direct function of the network that the host is connected to.
This provides the mechanism for datagrams to be properly routed to the host using the IP address.

The present process of modifying IP addresses is cumbersome and tedious, even for a computer
savvy user. The poess requires both know-how and coordination with a system administrator. Ideally,
we would like to be able to roam from network to network seemlessly. The Mobile-IP working group of
the Internet Engineering Task Force (IETF) has developed a standard to do just that. The standard, now
called Mobile-IP, is an enhancement to standard IP and is described in detail in RFC 2002. There are
actually two mobility standards, one to support the IPv4 standard and another for the future Internet IPng
(a.k.a. IPv6) standard. In this paper we will discuss the unique characteristics of Mobile-IP and an
implementation developed for the Linux operating system. As we shall see, there are many problems to
address in addition to just allowing a mobile host to move seemlessly from network to network. There
are issues of security, authentication, routing, delays, and more. For example, what do you do when the
mobile is in transit, it is not connected to either network. Mobile-IP when implemented for a wireless
network is particularly unique since it is possible for the Mobile Host to be connected to two or more
networks simultaneously.

This paper is broken into four sections, the first is the introduction. The second section is a
description of standard TCP/IP theory for fixed networks. A reader with a firm grasp of TCP/IP
essentials may skip this section, but the information provided is important for an understanding of
Mobile-IP. The third section builds on fixed network theory and discusses mobility supporting networks
and specifically the theory of Mobile-IP. The fourth section discusses one of two publicly available
implementations of Mobile-IP. The paper ends with the results of the implementation and a conclusion.
An appendix is provided which provides additional supporting and reference information.

Theory - Fixed Networks

TCP, UPD, and IP

Although the 1SO model consists of seven layers, TCP/IP can be shown by the four layers in
Figure 1. This layered approach provides a means to manage complexity, since functionality is divided
among the layers. The Internet layer (IP layer), may interface to one of two Transport Layers, the
Transport Control Protocol (TCP) and/or the User Datagram Protocol (UDP). TCP is a reliable protocol
whereas IP and UDP are unreliable protocols. The term unreliable means that the protocol does not
support methods for verifying that the data received is error free. There is no error detection or error
recovery mechanism for these protocols and they therefore rely on upper layers to provide that
functionality.

One might ask why UDP is used, since it has less functionality than TCP. The need for UDP lies
in its ability to provide thepplication program direct access to the datagram. This direct access has the
advantage of reducing overhead which translates to reduced packet sizes and therefore increased
transmissions speeds.
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The information that flows from layer to layer uses different terminology. For example,

applications using TCP refer to the data as a stream, while UDP refers to the data as a message. When

the information arrives at the transport layer, it is called a segment in TCP and a packet in UDP. The
internet layer refers to the information as a datagram under both TCP and UDP terminology and the

network layer calls the data frames for both protocols.
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Routing Table

The ability of IP to move data from a host on one network to a host on a different network is
referred to as data delivery. TCP/IP uses three methods for communication. Addressing occurs between
hosts, routing occurs between networks, and multiplexing occurs between the layers.

IP moves datagrams from a 32 bit source address to a 32 bit destination address contained in
word 4 and 5 of the IP header. This 32 hit address consists of a network part and a host part. The
portion of the address that represents that network varies as a function of the IP class. (A, B, and C).
This method of breaking an IP address into network classes allows easy distribution of IP addresses to
organizations. For example, an organization given a Class B address (65,000 addresses) places less of a
burden on a router than if many Class C addresses were provided since the router need keep only one
route for that entire organization.

Routing is a network oriented operation, which makes decisions based on the network portion of
the IP address. This operation can be fast since the router need only check the high order bits of the IP
address to determine the address class (A, B, or C) which is then used to identify the network. If the
address is not local, the route passes the data to another network for forwarding. If the addressis on the
local network, the local subnet mask is applied to the destination address by each of the local hosts.

It isimportant to note that the routing function is not limited to routers. All devices on a hetwork
must make routing decision, including hosts. For hosts, the decision is easy. If the destination host is on
the local network, that destination host accepts the data asit own, otherwise it isignored.

Below is an example of arouting table generated using the UNIX netstat -nr command.
[rparry@oc rparry]$ netstat -nr
Rout i ng Tabl e:

Destination Gat eway Fl ags Ref Use Interface
127.0.0.1 127.0.0.1 UH 01851562 100
129.46.0.0 129. 46. 156. 96 U 3 6513 hneo
224.0.0.0 129. 46. 156. 96 u 3 0 hne0
def aul t 129. 46. 156. 1 uG 0 852

A datagram transmitted by a host that contains a destination address not on the local network, is
ignored by the local hosts. Actually, al local hosts receive the datagram and check it against their own
routing table and decide the datagram is not intended for them. Only the router on the network
understands that the datagram needs to be forwarded and accepts the datagram and passes it on to another
network where it eventually arrives at the destination.

Conversely, a datagram passed to alocal network is accepted by all hosts, but only one host will
recognize it asits own. Again, the IP module (layer) in each of the local hosts does a lookup using the
routing table (also called forwarding table) to determine if the information is addressed to them. If the
datagram is intended for a host, it is accepted and passed up the TCP layer and eventually to the
application layer. This forwarding or movement up the layers is referred as multiplexing and requires
that the datagram contain sufficient information to assure it is passed to the correct application. The
information required to perform this task, is embedded in the protocol and port number.

Protocol and Port Numbers

It is important to understand that routing also occurs within a host. This stems from the need to
be able to support multiple users or a single user running multiple processes. For example, some data
may be intended for one application (e.g., telnet) on a host and other data for another application (e.g.,
ftp). Infact, it can become alittle more complex, since it is possible for one user to have many identical
applications such as many telnet sessions. To assure that the data is provided to the correct telnet session
on a host, additional information is needed in the IP header. This additional information takes the form
of an 8 bit protocol number.
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These protocol numbers have been standardized for many of the protocols in Assigned Numbers
RFC 1700. Below is an example of atypical UNIX /etc/protocol file which contains the official protocol
names. The first field contains the protocol name, the number of the protocol is in the second field,
followed by an alias and comment in the third and fourth fields respectively. The appendix includes a

more complete list of assigned names.
[rparry@loc rparry]l$ nore /etc/protocols

ip 0 I P # internet protocol, pseudo protocol nunber
icnp 1 | CWP # internet control message protocol

i gnp 2 | GWP # internet group nulticast protocol

agp 3 [ces # gat eway- gat eway protocol

tcp 6 TCP # transmi ssion control protocol

pup 12 PUP # PARC uni versal packet protocol

udp 17 ubP # user datagram protocol

raw 255 RAW # RAWIP interface

The protocol number provides us with a mechanism to correctly route the datagram from the IP
layer to one of the transport layers above it (tcp, udp, etc.). In the example shown in Figure 3, the
datagram is directed to the TCP transport layer, protocol number 6.

- o 3
o 8 2 @ = o g §
8 & ¢ s § E & 5
7 11 15 23 25 37 Application
Pty [ ] (5] 2] 5] ] fd] [z Aopicatn
Protocol # |1 | |2 | |3 | |6 | |12 | |17 | TCP Layer
IP # [129.46.92.40 | IP Layer

129.46.92.40

23

Figure 3 Protocol and Port Addressing

The task of forwarding is not complete until the data is passed up to the application layer. To
route the data to the correct application, a port number isused. To simplify the connection process, well-
known port assignments are used. Both systems agree in advance to use these standard ports. These well-
known port assignments are fixed (static) and allow a computer to connect to a particular network
service,. A short list of services that one might find on a UNIX workstation is shown in the /etc/services
file below.

[rparry@loc rparry]l$ nore /etc/services

t cprux 1/tcp # rfc-1078
echo 7/tcp

echo 7/ udp

di scard 9/tcp sink nul |
di scard 9/ udp sink nul |
syst at 11/tcp users
dayti nme 13/tcp



Mobile-1P - Theory and Implementation Richard Parry

dayti ne 13/ udp

net st at 15/tcp

gotd 17/tcp quot e

char gen 19/tcp ttytst source
char gen 19/ udp ttytst source
ftp-data 20/ tcp

ftp 21/tcp

tel net 23/tcp

sntp 25/tcp mai |

time 37/tcp tinmserver
time 37/ udp tinserver

We have previously mentioned that we must allow for multiple users, in other words, allow for
multiple sessions of an application (e.g., many telnet sessions). In the case of several telnet sessions only
one can use the well-known port number 23, the other sessions are given a unique temporary port number
dynamically. The port number is a 16 bit value, which allows port number assignments to 65,635. Let's
look at an example.

The first telnet session is given a source and destination port assignment of 23. If another telnet
session needs to be started, it will be uniquely identified with a dynamically allocated port number and a
well-known port number. Below is an example showing a host (sleepy.action.com) that has 6 telnet
sessions. The first entry in the table shows the dynamically chosen source port number is 1160 and the

destination (foreign) address as 23 (the number is displayed as theslmerd
[rparry@l eepy rparry]$ netstat

Active Internet connections (wW o servers)

Proto Recv-Q Send-Q Local Address Forei gn Address State

tcp 0 0 sl eepy.action.com 1160 wi zard. qual comm :tel net ESTABLI SHED
tcp 0 0 sl eepy.action.com 1157 abura. qual conmc:tel net ESTABLI SHED
tcp 0 0 sl eepy.action.co:tel net sneezy. action.com 2049 ESTABLI SHED
tcp 0 0 sl eepy.action.co:tel net sneezy.action.com 2050 ESTABLI SHED
tcp 0 124 sl eepy. action.co:tel net sneezy.action.com 2052 ESTABLI SHED
tcp 0 0 sl eepy.action.co:telnet doc.action.com 1028 ESTABLI SHED

The combination of a source and destination port is referred tecgkeh In fact, the term port
number and socket are often used synonymously. In a similar manner, well-known port numbers are
often referred to as well-known sockets. The term socket may also refer to the complete IP and port
number. In the example, sleepy.action.com:1160 is the source socket, and wizard.qualcomm.com:telnet
(telnet = 23) is the destination socket.

In this section we have followed data as it entered the network, was routed to a particular LAN, a
specific host, and then up the layers to a unique application. With a firm understanding in fixed TCP/IP
networks, we are now ready to discuss mobility networks and Mobile-IP in particular.

Mobile Network Theory

Design Requirements

IP was never intended for mobility. Nevertheless, we are faced with the need to provide this
functionality without changing the existing protocol. This is not unlike the requirement for the telephone
system to remain compatible with legacy pulse dialing phones. If we had the luxury of starting over
again, hindsight would provide a wealth of wisdom in implementing mobility. If we could start with a
“clean sheet of paper” we would have great design flexibility. However, given the installed base, our
overriding design requirement is to remain compatible with standard IP. In addition, wireless
communication is no longer a luxury, but a design requirement. Therefore the Mobile-IP design must be
able to function in the harsh wireless world where high error rates are the norm and bandwidth is limited.
Taking mobility a step further, the design must accommodate a mobile host in a heterogeneous
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environment where a mobile can move between wireless LANS, as well as, between a wire and wireless
based LAN.

The wireless medium leads to unique configurations. For example, consider that a mobile host
may be simultaneously connected to more than one network, a situation that would never occur in a
wired LAN. However, it happens everyday in a cellular phone network where a user moves between
coverage areas that overlap. Inthe overlapping area, datais received by more than one base station. The
cellular network must be able to adapt to this environment and so must the design for Mobile-IP.

Mobile communication often implies battery powered devices, therefore the design should
include a protocol with as little overhead as possible to help reduce transmissions and therefore conserve
battery power.

In summary, the design requirements for Mobile-1P are:

* Functionin existing IP network

* Beableto support both wire and wireless LANs
* Support heterogeneous LANSs (wire and wirel ess)
® Functionin high error rate environments

® Limit bandwidth use

* Limit data size to conserve battery energy

A Mobile Supporting Network

To alow aMobile Host (MH) to move between networks while keeping its fixed |P address, two
support components are required, a Home Agent (HA) and a Foreign Agent (FA). A HA isahost on the
network were the MH normally resides. In practice, it is quite possible that the MH is never physically
connected to the Home Network (HN). A FA resides on each remote network where the MH wishes to
visit. A foreign agent located on a remote network acts as coordinator when the mobile host is visiting.
In Figure 4 the MH can move freely between any of the foreign networks that provide a FA.

FOREIGN "A" NETWORK
FOREIGN "B" NETWORK

Foreign Agent Foreign Agent
FOREIGN "C" NETWORK HOME NETWORK

Foreign Agent Home Agent Mobile Host

Figure 4 A Mobility Supporting Network
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It isinteresting to note that it is possible for a FA to exist on a network other than the FN where
the MH istemporarily located. Inasimilar manner, it is not arequirement that the HA reside on the HN.
Aslong as there is a link, the FA and HA may be located almost anywhere. Using proxy or gratuitous
ARP mechanisms it is possible that the agents not be on their respective networks.

It is aso interesting to note that Mobile-IP allows a MH to move to a FN without the support of
a FA. This alows the mobile host greater freedom since it implies the mobile host can move to any
network. When a MH is on aforeign network without the aid of a FA, it must perform the functions of
the FA. We will discuss in a subsequent section the advantages and disadvantage of this mode of
operation.

How it Works - An Overview

Before discussing Mobile-IP in detail, the following is provided as a quick overview. The
scenario explains the smple case where the HA and FA are located on the HN and FN respectively.

* Mobile Agents (MA) may advertise their presence by sending Agent Advertisement messages
* A MH may solicit MAs by sending Agent Solicitation messages

* A MH usesthe MAs advertisements to determineiif it ison the HN or aFN

* Whenthe MH ison the HN, it acts independent of the HA

®* When a MH returns from a FN, it must de-register with the HA through Registration Request
and Registration Reply messages

* When a MH finds it has moved to a new FN, it obtains a care-of-address from the FA or from
other means such as DHCP

* When a MH on the FN obtains its care-of address, it registers the new care-of address with the
HA using a Registration Request and Registration Reply.

* Datagrams sent to the HN are intercepted by the HA and encapsulated in a new datagram which
contains the care-of address and sent to the FA or to the MH if it is acting without the aid of a
FA

* Datagrams sent by the MH on the FN need not return to the HA, they may be sent directly to the
original source host

Discovery, Advertisement, and Solicitation

Agent discovery is the method by which a MH ascertains whether it is connected to the foreign or
host network. The discovery process relies on the ICMP (Internet Control Message Protocol). It also
requires cooperation between the mobile agents and the mobile host. A Mobile Agent may advertise that
it is available to provide mobility services or the MH may send a message to learn the availability of
possible maobile agents, referred to as Agent Solicitation.. If the MH is connected to a FN, it is provided
with a care-of address during the discovery process.

When the MH is away from the home network, it is the responsibility of the HA to accept IP
packets normally intended for the MH and forwards them to the remote network. This requires the MH
to keep the HA informed of its present location. This is accomplished when the MH first attaches to the
remote network, it uses a special registration protocol to update the HA of its location. This is
accomplished when the MH first attaches to the remote network, it asks the FA to act in its behalf.
Through the FA, the MH sends a registration message back to the HA indicating its present location.
The process is reminiscent of a child traveling to a friend’s house and then calling home to inform the
parent (e.g., HA) that he or she has arrived. In this way, the parent (HA) knows where the child (MH)
can be contacted.
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Multicasting

The observant reader will ask, how can an agent advertise its availability as a mobility agent
efficiently? It istrue that the mobility agents have alist of mobile hosts that it will support, however, this
list could be long and to broadcast individual datagrams to all possible mobile hosts would be inefficient.
To solve this problem 1P supports a mechanism referred to as multicasting.

A brief digression isin order to help clarify multicasting and other similar terms. Let use begin
with broadcasting which is a scheme to send from one to al hosts. Thisis the technique used by aradio
broadcasting stations. At the other extreme is unicast, the traditional method of sending data from one
host to one other host. Between these two extremes, is multicasting, a scheme where one host sends data
to many other hosts. There are actually many ways of implementing multicasting, each with its own
advantages and disadvantages. For example, under one multicasting scheme the sender has no
knowledge or control of the number of hosts that are receiving the message.

Multicasting meets the needs of Mobile-IP perfectly, since it allows a mobility agent to multicast
(advertise) its availability to the local network where it can support mobility services. In addition, the
multicasting scheme can limit the broadcast to the subnet. Thisis exactly what we wish since we do not
want to advertise availability off the subnet that we can provide service to.

Multicasting, as currently implemented in standard IPv4, fals into the Class E address range,
224.0.0.0 to 239.255.255.255. Messages sent in this range can be received by all machines with routing
tables properly configured. However, for Mobile-IP we are interested in sending to only hosts on the
local subnet. The range for this functionality is 224.0.0.0 to 224.0.0.255 and is reserved for maintenance
protocols discussed in RFC 1060. The appendix includes alist of some multicast addresses generated by
the UNIX “host -I mcast.net” command.

When the implementation of Mobile-IP is discussed later in this paper, the routing table and how
it is configured will show clearly how multicasting is used to allow the mobility agents to send
advertisements. The Mobile-IP RFC-2002 describes the specification for multicasting as follows:
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As specified for | CVWP Router Discovery, the IP
destinati on address of an Agent Advertisenent MJST
be either the "all systens on this link" multicast
address (224.0.0.1) or the "limted broadcast"
address (255.255.255.255). The subnet-directed
broadcast address of the form <prefix>.<-1> cannot be
used since nobile nodes will not generally know the
prefix of the foreign network

Tunneling (IP within IP)

When the registration process is complete, the HA has the care-of address of the MH. It is then
prepared to intercept and forward packets intended for the MH on the home network, to the MH on the
foreign network. The forwarding of packets is performed through a process known as tunneling.
Tunneling is performed by encapsulating the original datagram in a new datagram. In this manner,
routers that would normally direct the datagram to the address of the “inner” IP address, see only the
“outer” IP address and correctly pass it to the foreign agent where the MH now resides. When the FA
receives the packet intended for the MH,d&encapsulates the datagram and passes the original
datagram to the foreign network where only the MH receives it. The MH is oblivious to the tunneling
process. It is the mobility agents that perform all the work and hide the true path that the datagram has
taken.

From a routing standpoint, it should be clear that this process is not optimal. For example, all
packets intended for the MH are first sent to the HA which results in delays. However, this is a small
price to pay for mobility in most applications. In applications that require near real time information
such as voice, the additional delay may make this service unusable. Note that the delay is in one
direction only. The delay is for datagrams sent to the MH only, datagrams from the MH are not sent
back to the HA, but are sent directly to their destination.

In the case where the MH is in transit and not connected to any network, the HA performs the
necessary task of storing packets for forwarding until the MH connects to a foreign network or returns
home. Note that eare-of address is the end of the tunnel, it may or may not be the FA.

Mobility without a FA

When a FA is available, it gives the HA its own IP address to use as the care-of address for the
MHZ1. This mode conserves IP addresses and places no limitations on the network. In fact, there can be
any number of MHs on a FN since they all have a single care-of IP address, which is the foreign agent
care-of address. This is the preferred mode of operation since it conserves IP addresses and requires no
IP administration. In this mode the HA tunnels datagrams to the FA by encapsulating the true source IP
address within an IP header that contains the IP address of the FA. When the datagram reaches the FA, it
is de-encapsulated and sent to the MH.

A second mode supported by Mobile-IP provides the MH witto-focated care-of address..
One mechanism for dynamically dispensing the temporargotfcated care-of address is DHCP.
Under this mode of operation, there is no longer a need for the FA. This provides the MH with greater
flexibility since the MH is not limited to networks that have a FA. The disadvantage is that each MH
must have a unique IP address which ultimately limits the number of MHs on the network. In addition,
de-encapsulation must be performed by the MH in the absence of the FA.

Ipon't confuse the care-of address with the IP address of the Mobile Host. The Mobile Host's IP address never changes, only
the care-of address is changed to indicate to the Home Agent where the Mobile Host can be located.

-9-
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Mobile Network Implementation

To gain a better understanding of Mobile-IP, the author investigated and installed a publicly
available version of Mobile-IP.

Hardware

For the implementation, the home agent (doc.action.com) was a Pentium 90MHz CPU, with
64MB RAM, 1GB hard disk, and Ethernet card. The mobility host (sleepy.action.com) was a Sun Sparc
4C IPX, 32MB RAM, 720 MB hard drive, with built-in Ethernet support. Normally a laptop would be
used but since none was available, the Sun Sparc had to meet this need. The foreign agent
(daffy.qualcomm.com) used in the experiment was a Pentium 50 MHz CPU, with 8B RAM, 250MB
hard drive, and Ethernet card. Figure 6 shows the configuration of the networks.

FOREIGN NETWORK Net Mask 255:255:252:000

Foreign
Agent

e

129.46.152.136
00:00:C0:87:A3:9A

HOME NETWORK Net Mask 255:255:255:240

Home Mobile
Agent Host

129.46.92.35 129.46.92.40
00:A0:24:0A:59:14 08:00:20:1A:15:9E

Figure 6 Implementation Configuration

The home network was literally the home network (author's home) and the foreign network was
the author’s corporate Intranet. The home network was connected to the Internet via an Ascend P50

Basic Rate Interface (BRI) ISDN router.

Software

There are currently only two publicly available implementations of Mobde-IPThis
implementation used the Linux operating system version of MobilddP all testing. The key
requirement for an operating system to support mobilitfHsn-I P tunneling, andmulticasting. Each

2As of late 1996.
3Available at http://anchor.cs.binghamton.edu/~mobileip

-10-
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of the Linux kernels used supported this functionality. The home agent and mobile host ran under
version 2.0.27 of the Linux kernel and the foreign host under 1.3.68.

Linux MobilelP Implementation

Mobility brings flexibility and freedom, but it also brings with it additional concerns for security
and authentication. For this reason, a mechanism has been built into the implementation to allow the HA
to ascertain that it is communication with the MH and no other MH. If authentication were not provided,
it would be fairly easy for a pirate MH from a foreign network to masguerade as the true MH. All that
the pirate MH need do is to use register with the HA and provide the HA with the MH IP address.
Therefore, the HA needs a way to assure it is communicating with the authorized MH. This
implementation of Mobile-IP provides authentication by providing a shared “key” that is known only to

the HA and the MH. Below is an example of a 16 byte‘ey.
259704 nmd5 16 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36

The key begins with a Security Parameter Index (SPI) number followed by the encryption
algorithm, which in our case is md5 (message digest 5). Following the md5 field is the key length shared
between the two machines, in this case 16 bytes. The remainder of the record is the 16 byte
authentication key. This short file is called mip-ha.dat in the implementation and is stored in /etc/mip-
ha.dat on the MH. The HA has a file called mip-mh.ok located in /etc/mip-mh.ok and contains the IP
address and key for each MH that the HA is to support. The example below shows that the HA will
support a single (1) MH whose fixed IP address is 126.46.92.40. The remained of the record is the
authentication key for that MH which we have already discussed. A HA can support any number of MHs
by merely adding similar records for each additional MH.

1

126. 46. 92. 40 259704 md5 16 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36

The FA needs to know the HA and the MH. That information is included in the file /etc/mip-

vmh.ok. For the implementation, the information used by the FA is shown here.
1
129. 46. 92. 40 129. 46. 92. 35

This implementation of Mobile-IP requires that all parties, MH, HA, and FA be started with a
short shell script. The script (mhscript) to start the mobile host is shown below. An examination shows
that the script adds a new route to the routing table and then starts the MH daemon.

| PADDR="129. 46. 92. 40" # | P address of MH "sl eepy"”
NETMASK="255. 255. 255. 240" # Net mask of honme network
HOVEAGENT="129. 46. 92. 35" # | P address of HA "doc"

| NTERFACE=" et h0" # Interface name of M
LOGFI LE="mh. | og" # Log file

#Join mul ticast group

/'sbin/route add -net 224.0.0.0 netnmask 240.0.0.0 dev ${| NTERFACE};
# Start up the nmh daenon

mh -a ${1 PADDR} -m ${NETMASK} -g ${HOMEAGENT} 2> ${LOGFI LE}

To start the HA daemon, tlagentscript.ha script shown below is executed It also sets up a new

route in the HA routing table and starts #gent daemon.

| PADDR="129. 46. 92. 35" # Home Agent | P

NETMASK="255. 255. 255. 240" # Home network netnmask

HADDR="00: AO: 24: 0A: 59: 14" # Honme Agent hardware address

| NTERFACE=" et hQ" # Honme Agent interface nane

LOGFI LE="agent . ha. | og" # Honme Agent log file

# The following line forces link | evel broadcasts (sent on 255.255. 255. 255)
# to go out on a specific interface.

4This implementation supports keys up to 63 bytesin length.
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/'sbin/route add -net 224.0.0.0 netnmask 240.0.0.0 dev ${| NTERFACE};
# Start up the agent daenon
agent -a ${| PADDR} -m ${NETMASK} -h ${HADDR} -i ${INTERFACE} 2> ${LOGFI LE}

Lastly, the FA daemon is started by executing the shell script agentscript.fa shown below. Like
the MH and HA, anew route is added and a daemon agent is started.

| PADDR="129. 46. 152. 136" # Foreign Agent IP

NETMASK="255. 255. 252. 0" # Forei gn network netnmask
HADDR="00: 00: C0: 87: A3: 9A" # Forei gn Agent hardware address
| NTERFACE=" et hQ" # Foreign Agent interface nane
LOGFI LE="agent.fa.l og" # Foreign Agent log file

# The following line forces link | evel broadcasts (sent on 255.255. 255. 255)
# to go out on a specific interface.

/sbin/route add -net 224.0.0.0 netnmask 240.0.0.0 dev ${| NTERFACE};

# Start up the agent daenon

agent -a ${1 PADDR} -m ${NETMASK} -h ${HADDR} -i ${INTERFACE} 2> ${LOGFI LE}

After each script is run, the routing table changes as shown®. Note that a new network has been
added which will be used for multicasting.

Kernel 1P routing table

Desti nation Gat eway Gennask Fl ags Metric Ref Use | face
129. 46.92. 32 * 255. 255. 255. 240 U 0 0 8 etho
127.0.0.0 * 255.0.0.0 U 0 0 llo
224.0.0.0 * 240.0.0.0 u 0 0 0 etho
def aul t rparry-router.q 0.0.0.0 UG 0 0 4 ethO

Figure 7 shows the files that are major components to the operation of the mobility system. Each
component has three types of files: a parameter file, which provides the information about the network, a
short shell script to start the daemon process, and a log file used for administrative and/or debugging
purposes.

Foreign Agent

The "mip" files are input
parameters to the daemon

mip-vmh.ok
The "agentscript" is a
agentscript_fa simple shell script to start

the daemon process
agent (daemon)

The "log" files are output
from the daemon process

agent.fa.log
Home Agent Mobile Host
mip-vmh.ok mip-ha.ok
mip-mh.ok

mhscript

agentscript.ha
mh (daemon)

agent (daemon)

agent.ha.log mh.log

Figure 7 Program File Structure

5The routing tables for the HA, MH, and FA look virtually the same and therfore only oneis shown. The difference betwwen the
tablesisthe IP address of the router. For the HA and MH it is 129.46.92.32 as shown, for the FA it is 129.46.152.0
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Startup

Home Agent

When the HA is started it performs many tasks, a log file is generated which contains sequence
of events. An example of the HA log file is shown below. In the interest of brevity a line by line
description will be omitted, however, the right justified bold text emphasizes the key actions and

milestones.

| Paddr: 812e5c¢23, Mask: fffffffOHWAddr: 0:a0:24:a:59: 14
Initialized sockets ...

| FACEreq 3 (DOMN=3, MKPT2PT=4, REDI R=5), tnum 0, haaddr 0, coaddr O.
| FACEreq 3 (DOMN=3, MKPT2PT=4, REDI R=5), tnum 1, haaddr 0, coaddr O.
ARPreq 0 (REMD=0, REML=1, PROXY=2), addr 0O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr 0O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr 0, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr 0O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr O, hwaddr 0:a0: 24: a:59: 14

| owARPreq called with zero ipaddr. Ignored.

ARPreq 0 (REMD=0, REML=1, PROXY=2), addr O, hwaddr 0:a0: 24: a:59: 14

| owARPreq call ed
Done cl eani ng up
Wed Feb 12 18:53:

Readi ng confi gura

addr: 812e5¢28 SPI
31 32 33 34 35 36
Wed Feb 12 18:53:

with zero ipaddr.

37 1997

tion file...
1259704 aut htype:
37 1997

I gnor ed.

Read config fi

md5 keyl ength: 16 key: 31

e

32

Read config file

Readi ng configuration file for vnmh...

Wed Feb 12 18:53:

Readi ng recovery

37 1997

log...

status:0 tine:0 tunnel:0 coaddr:0 id:[135600ch: d926157a]

Sendi ng
Dat a on
Sendi ng
Dat a on
Sendi ng
Dat a on

Wher eAm s
Wher eAm s

Wher eAm s

-- WHEREAM from

id.
id.
id.

129. 46.92. 40

Start

a URhere nessage to 224.0.0.1
a URhere nessage to 224.0.0.1

a URhere nessage to 224.0.0.1

A Mobi | e Host

Sendi ng a URhere nmessage to 129.46.92. 40

Dat a on WhereAnl s
Dat a on WhereAnl s

id.
id.
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-- WHEREAM from 129. 46. 92. 40

Sendi ng a URhere nmessage to 129.46.92. 40
Data on Regi sterMsid.

<<<<<< Entering processRegisterM

Wed Feb 12 18:56:13 1997
DEREG STER THE MOBI LE HOST

-- DEREG STERME from 129.46.92.40 Port 3332
[ 0: 323e7c17] Type 1 Flags O Lifetime 0
Honeaddr: 812e5c28, Honeagent: 812e5c23, Careof: 812e5c28
Extension: 32 Length: 20
1] O] O] 0|81 |2e |5c |28 |81 |2e |5¢c |23 |81 |2e |5¢c |28 O] O] O] O |17 |7c
|3e |32 |20 |14 | O 3 |[f6 |78 |df | 1 |95 |6f |[f1 |e9 |73 |87 |95 |df |72 | e |f7
| 6e | ba | e3 |

Wed Feb 12 18:56:13 1997

-- REPLY to 129.46.92.40 at port 3332 (Rejection)
[ 2c629878: 323e7c17] Type 3 Code 133 Lifetinme 0
Honeaddr: 812e5c28, Honeagent: 812e5c23
Extension: 32 Length: 20
3|85 0| 0|81 |2e |5c |28 |81 |2e |5c |23 |78 |98 |62 |2c |17 |7c |3e |32 |20 |14
| O 3 |f6 |78 |ae |9d |75 |34 |4f |92 |46 |a5 |bl |ac |19 |ac | b7 |dO |3e |53 |

REFUSAL SENT (see results section for explanation)

Ref usal sent.

In mai n finished processing Regi ster M.
Sendi ng a URhere message to 224.0.0.1
Data on Wher eAnm sid.

Sendi ng a URhere message to 224.0.0.1
Dat a on Wher eAnm si d.

Mobile Host

When the MH is started, it also creates alog file as shown below.
| Paddr: 812e5c¢28, Mask: fffffff0, HoneAgent: 812e5c23
Initialized sockets ...

Aut htype is nmd5 SPI is 259704 Key (length = 16) is:
31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36

-- RouterSol to 224.0.0.1.
The current state is INT

-- RouterSol to 224.0.0.1.

Deci sion Maker with doit =0

Default interface address 812e5c28 Interface name ethO Gateway : 812e5c21
..Rt. discovery addrnum= 1, flags = 3000 seqno = 76 lifetine = 300
Address 812e5c23

.Rt. discovery addrnum= 1, flags = 3000 seqno = 77 lifetinme = 300
Address 812e5c23

. Doer processi ng HOVEACTI ON

129.46.92. 35
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Deleting arp entry...
129. 46.92. 35
Deleting arp entry...
129.46.92.35 (129.46.92.35) -- no entry
DOMNi f ace dummy.
| owi facedown failed SIOCSI FFLAGS: No such device
ROUTEset dest 0 dev Type(6: DELRT 7: ADDRT) 6
ROUTEset dest 0 dev Type(6:DELRT 7: ADDRT) 6
lowtreq DELRT failed SI OCDELRT: No such process
Setting new routes..
ROUTEset dest net 812e5c20 dev et hO

Type(6: DELRT 7: ADDRT) 7
Fi ni shed addi ng/ del route for net 812e5c20
ROUTEdef aul t gw 812e5c23.
| owhwaddrreq call ed on ethO

Wed Feb 12 18:57:03 1997

-- DEREG STERME to 129.46.92.35 at port 434 (attenpt 0).
[ 0:177c3e32] Type 1 Flags O Lifetinme 0
Honeaddr: 812e5c28, Honeagent: 812e5c23, Careof: 812e5c28

Extension: 32 Length: 201 | O] O] 0 |81 |2e |5c |28 |81 |2e |5c |23 |81 |2e |5¢c
[28 ] O] O] O O |17 |[7c |[3e |32 |20 |14 | O | 3 |f6 |78 |df | 1 |95 |6f |f1l |e9
|73 |87 |95 |df |72 | e |f7 |6e |ba |e3

Done wi t h HOVEACTI ON

Wed Feb 12 18:57:04 1997

-- REPLY from 129. 46. 92. 35 (Rej ection)

[ 7898622c: 177c3e32] Type 3 Code 133 Lifetinme 0

Homeaddr: 812e5c28, Honeagent: 812e5c23

Extension: 32 Length: 20 3 |85 | O] 0|81 |2e |5c |28 |81 |2e |5¢c |23 |78 |98 |62
[2c [17 [7c |3e |32 |20 |14 | O| 3 |f6 |78 |ae |9d |75 |34 |4f |92 |46 |a5 | bl |ac

|19 |ac | b7 |dO |3e |53 |

Implementation Results

The goal of this paper was to study the current literature in the area of Mobile-IP and to provide a
summary. A secondary goal was to use an actual Mobile-IP implementation which was also a success.
However, the final step of taking the MH on the road was not realized due primarily to the inability to
make the FA fully operational. The FA required an OS that supported tunneling and multicasting. These
are features must be built into the kernel of the OS. Compiling a new kernel on the FA to meet this
functionality was not possible.

Conclusion

As the size and cost of computer systems continues to plummet, the interest and demand for
mobility continues to soar. The use of the Internet as an information resource and vital form of
communication will continue to attract new users and new applications placing further demands to
support functions that the original Internet Protocol was never intended to support. The authors of the
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protocol could not have imagined where their idea would eventually lead. It is equally amazing that the
protocol has withstood the test of time and provided sufficient flexibility so as to support an incredibly
wide range of applications.

Mobile-IP is still in its infancy, RFC 2002 from the IETF is barely a few months old. Various
implementations are being developed of which one was discussed in detail in this paper. Although there
is dtill additional development work that needs to be done, it appears we are well on our way to
supporting the myriad uses including many that the new wireless age will bring. The ultimate goal or
anywhere, anytime, connectionless computing is one step close to reality with the implementation
Mobile-IP.
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APPENDIX A Mobile-IP Terminology

This document frequently uses the terms shown below. The original
source is RFC 2002, IP Mobility Support, Oct. 1996:

Agent Advertisement
An advertisement message constructed by attaching a
special Extension to a router advertisement [4] message.

Care-of Address
The termination point of a tunnel toward a mobile node,
for datagrams forwarded to the mobile node while it is
away from home. The protocol can use two different types
of care-of address: a "foreign agent care-of address" is
an address of a foreign agent with which the mobile node
is registered, and a "co-located care-of address" is an
externally obtained local address which the mobile node
has associated with one of its own network interfaces.

Correspondent Node
A peer with which a mobile node is communicating. A
correspondent node may be either mobile or stationary.

Foreign Network
Any network other than the mobile node's Home Network.

Home Address
An IP address that is assigned for an extended period of
time to a mobile node. It remains unchanged regardless
of where the node is attached to the Internet.

Home Network
A network, possibly virtual, having a network prefix
matching that of a mobile node's home address. Note that
standard IP routing mechanisms will deliver datagrams
destined to a mobile node's Home Address to the mobile
node's Home Network.

Link
A facility or medium over which nodes can communicate at
the link layer. A link underlies the network layer.

Link-Layer Address
The address used to identify an endpoint of some
communication over a physical link. Typically, the
Link-Layer address is an interface's Media Access Control
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(MAC) address.

Mobility Agent
Either a home agent or a foreign agent.

Mobility Binding
The association of a home address with a care-of address,
along with the remaining lifetime of that association.

Mobility Security Association
A collection of security contexts, between a pair
of nodes, which may be applied to Mobile IP protocol
messages exchanged between them. Each context indicates
an authentication algorithm and mode (Section 5.1), a
secret (a shared key, or appropriate public/ private
key pair), and a style of replay protection in use
(Section 5.6).

Node
A host or a router.

Nonce
A randomly chosen value, different from previous choices,
inserted in a message to protect against replays.

Security Parameter Index (SPI)
An index identifying a security context between a pair
of nodes among the contexts available in the Mobility
Security Association. SPI values 0 through 255 are
reserved and MUST NOT be used in any Mobility Security
Association.

Tunnel
The path followed by a datagram while it is encapsulated.
The model is that, while it is encapsulated, a datagram
is routed to a knowledgeable decapsulating agent, which
decapsulates the datagram and then correctly delivers it
to its ultimate destination.

Virtual Network
A network with no physical instantiation beyond a router
(with a physical network interface on another network).
The router (e.g., a home agent) generally advertises
reachability to the virtual network using conventional
routing protocols.

Visited Network
A network other than a mobile node's Home Network, to
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which the mobile node is currently connected.

Visitor List
The list of mobile nodes visiting a foreign agent.
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APPENDIX B Assigned Numbers

In the Internet Protocol (IP) [DDN], [RFC791] there is a field, called
Protocol, to identify the next level protocol. This is an 8 bit
field.
Assigned Internet Protocol Numbers
Deci mal Keywor d Pr ot ocol Ref er ences
0 Reserved [ JBP]
1 | CvP Internet Control Message [ RFC792, JBP]
2 | GWP Internet Group Managenent [ RFC1112, JBP]
3 &GP Gat eway- t 0- Gat eway [ RFC823, MB]
4 I P IPin IP (encasul ation) [ IBP]
5 ST Stream [ RFC1190, | EN119, JWF]
6 TCP Transmni ssi on Control [ RFC793, JBP]
7 UCL UCL [ PK]
8 EGP Exteri or Gateway Protocol [ RFC888, DLML]
9 | GP any private interior gateway [ JBP]
10 BBN- RCC- MON BBN RCC Moni t ori ng [ S&C
11 NVP- 1 | Net wor k Voi ce Protocol [ RFC741, SC3]
12 PUP PUP [ PUP, XEROX]
13 ARCGUS ARCGUS [ RW&4]
14 EMCON EMCON [ BN7]
15 XNET Cross Net Debugger [ 1 EN158, JFH2]
16 CHACS Chaos [ NC3]
17 ubP User Dat agram [ RFC768, JBP]
18 MUX Mul ti pl exi ng [ 1 EN9O, JBP]
19 DCN- MEAS DCN Measur enment Subsystens [ DLML]
20 HWP Host Monitoring [ RFC869, RH6]
21 PRM Packet Radi o Measurenent [ ZsY]
22 XNS- | DP XEROX NS | DP [ ETHERNET, XEROX]
23 TRUNK- 1 Trunk- 1 [ BVB6]
24 TRUNK- 2 Trunk- 2 [ BVB6]
25 LEAF-1 Leaf-1 [ BVB6]
26 LEAF- 2 Leaf -2 [ BVB6]
27 RDP Rel i abl e Data Protocol [ RFC908, RH6]
28 | RTP Internet Reliable Transaction [RFC938, TXM
29 | SO TP4 I SO Transport Protocol Cass 4 [ RFC905, RC77]
30 NETBLT Bul k Data Transfer Protocol [ RFC969, DDC1]
31 MFE- NSP MFE Networ k Services Protocol [ M-ENET, BCH2]
32 MERI T-INP  MERI T | nternodal Protocol [ HVB]
33 SEP Sequenti al Exchange Protocol [JC120]
34 3PC Third Party Connect Protocol [ SAF3]
35 I DPR Inter-Domain Policy Routing Protocol [MXS1]
36 XTP XTP [ GXC
37 DDP Dat agr am Del i very Pr ot ocol [ WKC]
38 | DPR-CMIP | DPR Control Message Transport Proto [ MXS1]
39 TP++ TP++ Transport Protocol [ DXF]
40 IL IL Transport Protocol [ DXP2]
41 SIP Sinpl e Internet Protocol [ SXDO]
42 SDRP Sour ce Demand Routing Protocol [ DXE1]
43 Sl P- SR S| P Source Route [ SXDO]
44 S| P- FRAG SI P Fragnent [ SXD|
45 | DRP I nter-Domai n Routing Protocol [ Sue Hares]
46 RSVP Reservation Protocol [ Bob Braden]
47 GRE General Routing Encapsul ation [ Tony Li]
48 VHRP Mobi | e Host Routing Protocol [ David Johnson]
49 BNA BNA [ Gary Sal anon]
50 S| PP- ESP SI PP Encap Security Payl oad [ Steve Deering]
51 S| PP- AH SI PP Aut henticati on Header [Steve Deering]
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55-60

I - NLSP
SW PE
NHRP

CFTP

SAT- EXPAK
KRYPTCLAN
RVD

| PPC

SAT- MON
VI SA

| PCV
CPNX
CPHB

WEN

PVP

BR- SAT- MON
SUN- ND
V\B- MON
WB- EXPAK
1SO- I P
VMIP

SECURE- VMIP

VI NES

TTP
NSFNET- | GP
DGP

TCF

| GRP

OSPFI GP
Sprite-RPC
LARP

MIP

AX. 25

I PIP

M CP

SCC- SP
ETHERI P
ENCAP

GVrp

Integrated Net Layer Security TUBA [ GLENN]

IP with Encryption [JI6]
NBMA Next Hop Resol ution Protocol

Unassi gned [ IBP]
any host internal protocol [ JBP]
CFTP [ CFTP, HCF2]
any | ocal network [ IBP]
SATNET and Backr oom EXPAK [ SHB]
Krypt ol an [ PXL1]
M T Renpote Virtual Di sk Protocol [ MBG
Internet Pluribus Packet Core [ SHB]
any distributed file system [ IBP]
SATNET Monitoring [ SHB]
VI SA Protocol [ GXT1]
Internet Packet Core Utility [ SHB]
Conputer Protocol Network Executive [DXM2]
Conputer Protocol Heart Beat [ DXMR]
Wang Span Networ k [ VXD
Packet Vi deo Protocol [ SC3]
Backr oom SATNET Moni toring [ SHB]
SUN ND PROTOCOL- Tenpor ary [ WWB]
W DEBAND Moni toring [ SHB]
W DEBAND EXPAK [ SHB]
1 SO I nternet Protocol [ MTR]
VMIP [ DRC3]
SECURE- VMTP [ DRC3]
VI NES [ BXH
TTP [IXS
NSFNET- | GP [ HVB
Di ssimlar Gateway Protocol [ DGP, ML109
TCF [ GAL5
| GRP [ Cl SCO, GXS]
OSPFI GP [ RFC1583, JTMA
Sprite RPC Protocol [ SPRI TE, BXW
Locus Address Resol ution Protocol [ BXH]
Miul ticast Transport Protocol [ SXA
AX. 25 Franes [ BK29
I P-wi t hin-1P Encapsul ati on Protocol [JlI6
Mobi | e | nternetworking Control Pro. [JlI6
Sermaphor e Communi cations Sec. Pro. [ HXH]
Et hernet-wi t hi n-1 P Encapsul ation [ RXH1
Encapsul ati on Header [ RFC1241, RXB3
any private encryption scheme [JBP
GMTP [ RXB5
Unassi gned [JBP
Reser ved [JBP
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APPENDIX C Multicast IP Numbers

Multicast reserved address from UNIX command “host -| mcast.net”

rparry@abura:/usr2/rparry 26 > host -1 ntast. net
mcast.net NS VENERA.ISI.EDU

mcast.net NS NS.ISI.EDU

mcast.net NS SGIL.COM

mcast.net NS NIC.NEAR.NET

EXPERIMENT.mcast.net A 224.0.1.20
NWN-ADAPTOR.mcast.net A 224.0.1.44
RSVP-ENCAPSULATION.mcast.net A 224.0.0.14
SUB-NIS.mcast.net A 224.0.1.8
RLN-SERVER.mcast.net A 224.0.1.36
ISMA-1.mcast.net A 224.0.1.45
CISCO-RP-DISCOVERY.mcast.net A 224.0.1.40
DANTZ.mcast.net A 224.0.1.38
ISMA-2.mcast.net A 224.0.1.46
MTRACE.mcast.net A 224.0.1.32
SVRLOC-DA.mcast.net A 224.0.1.35
AMPR-INFO.mcast.net A 224.0.1.31
NWN-DISCOVERY.mcast.net A 224.0.1.43
LMSC-CALREN-1.mcast.net A 224.0.1.27
SEANET-IMAGE.mcast.net A 224.0.1.18
LMSC-CALREN-2.mcast.net A 224.0.1.28
LMSC-CALREN-3.mcast.net A 224.0.1.29
LMSC-CALREN-4.mcast.net A 224.0.1.30
IBERIAGAMES.mcast.net A 224.0.1.42
AUDIONEWS.mcast.net A 224.0.1.7
IETF-2-VIDEO.mcast.net A 224.0.1.15
NBC-PFN.mcast.net A 224.0.1.26
MOBILE-AGENTS.mcast.net A 224.0.0.11
TELERATE.mcast.net A 224.0.1.47
BASE-ADDRESS.mcast.net A 224.0.0.0
RWHO.mcast.net A 224.0.2.1
PIM-ROUTERS.mcast.net A 224.0.0.13
RWHOD.mcast.net A 224.0.1.3
MUSIC-SERVICE.mcast.net A 224.0.1.16
CIENA.mcast.net A 224.0.1.48
IETF-1-VIDEO.mcast.net A 224.0.1.12
GATEKEEPER.mcast.net A 224.0.1.41
MICROSOFT-DS.mcast.net A 224.0.1.24
ALL-CBT-ROUTERS.mcast.net A 224.0.0.15

NSS.mcast.net A 224.0.1.6
DVMRP.mcast.net A 224.0.0.4
NTP.mcast.net A 224.0.1.1

DART-VIDEO.mcast.net A 224.2.0.2
SAIC-MDD.mcast.net A 224.0.2.64
DCAP-SERVERS.mcast.net A 224.0.1.49
DVMRP-MOSPF.mcast.net A 224.0.1.21
RIP2-ROUTERS.mcast.net A 224.0.0.9
SVRLOC.mcast.net A 224.0.1.22
SEANET-TELEMETRY.mcast.net A 224.0.1.17
VNP.mcast.net A 224.0.1.4
MLOADD.mcast.net A 224.0.1.19
IGRP-ROUTERS.mcast.net A 224.0.0.10
DCAP-CLIENTS.mcast.net A 224.0.1.50
SUN-RPC.mcast.net A 224.0.2.2
IETF-2-AUDIO.mcast.net A 224.0.1.14
ST-HOSTS.mcast.net A 224.0.0.8
SGI-DOG.mcast.net A 224.0.1.2
ALL-SYSTEMS.mcast.net A 224.0.0.1
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DHCP- AGENTS. ntast . net A 224.0.0. 12

VMIP- MGR. ntast . net A 224.0.1.0

AVI ATOR. ntast . net A 224.0.1.5

RSVP- ENCAP- 1. ntast . net A 224.0.1. 33

| ETF- 1- LOM AUDI O. ntast . net A 224.0.1.10
RSVP- ENCAP- 2. ntast . net A 224.0.1. 34

XI NGTV. ntast . net A 224.0.1.23

| ETF-1- AUDI O. ntast.net A 224.0.1.11

NCB- PRO. ntast . net A 224.0.1.25

MCNTP- DI RECTORY. ntast . net A 224.0.1.51
| ETF- 2- LOW AUDI O. ntast . net A 224.0.1.13
Cl SCO- RP- ANNOUNCE. ntast . net A 224.0.1. 39
PROSHARE- MC. ntast . net A 224.0. 1. 37

ST- ROUTERS. ntast . net A 224.0.0.7

ALL- ROUTERS. ntast . net A 224.0.0.2

MTP. ntast . net A 224.0.1.9

DART- AUDI O. ntast . net A 224.1.0.200

OSPF- ALL. ntast . net A 224.0.0.5

SAP. ntast . net A 224.2.127. 254
OSPF- DSI G ntast . net A 224.0.0.6
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